RISK ASSESSMENT

- OFFSHORE
OIL AND GAS
OPERATIONS

- The combination of bostile environmients, uncertain technological methods,
‘and large-scale operations fucreases the likelibood of accidents and the
Dotential severity of the consequences for workers, the environment,
B o and investors

- Oil and gas production offshore has
become an increasingly important
component of total world petroleum
" production. At present, over 26 per-
- cent of the world’s oil is produced
. from offshore wells, up from approxi-
‘mately 20 percent in 1979. And not-
withstanding currently stabilized -de-
mand and price for oil, more than
" 3700 exploration and development
wells are expected to be completed
. ‘offshore in 1984—about a 6 percent
increase over 1983. - -
" 4 Varied and complex technologics
- -and human activities are involved in
- the’ ‘exploration, development; and
production "of oil and gas offshore.
.. Failure to- provide for the safety of
- these operations. can result in 2 wide
range of undesirable consequences to
people, . the environment, property,
= and to continued production. Major
" dccidents have already occurred—
most notably the collapse of the Alex-
- ander Kiclland and the sinking’ of the
- Ocean Ranger and the Glomar Java
Sea, as well as several helicopter
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crashes, and the Ekofisk and Ixtoc-l
blowouts—with large loss of life.

In carlier phases of the offshore in-
dustry, development of the necessary

technology and methods was for the .

most ‘part’ an cvolutionary process
that grew out of techniques for drill-
ing on land. However, offshore instal-
lations are among the largest struc-
tures constructed by man. They must
be fabricated in drydock or sheltered
water, towed over open sea, and in-
stalled at a precise location. In addi-
tion, new and unproven technological
mcthods have been required as explo-
ration and production have moved
“into more hostile regions where
weather is more severe-and less pre-
dictable, waves arc higher, water
depths are greater, temperatures ‘are

lower, onshore facilities are less ac- .

cessible, and formation pressures are
less predictable. Installations in these
more hostile regions are generally
much larger and more costly than
those used in regions such as the Gulf
of Mexico. Thus, the combination of
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hostile environments, uncertain tech-
nological methods, and large-scale op-
erations increases the likelihood of
accidents and the potential severity of
the consequences for workers, the en-
vironmqnt, and investors.

Risk, which combines the probabil-
ity of occurrence of an event and its
consequences, can be used to com-
pare large potential hazards (e.g.,to
pipeline risers) ¢nd high-probability
cvents (€.g, pump of compressor
leakage). Thus, risk analysis tech-
niques provide a framework for 2 bet-
ter understanding of risks, for improv-
ing designs, and evaluating the effec-
tiveness of proposed improvements.
Increasingly, formal risk analysis. is be-
ing used in planning, designing, man-
aging, and regulating offshore activi-
tics worldwide. +--, e o

Details of formal risk analyses on
specific installations, operations, or
systems are not generally available in
the open literature, most studies hav-
ing been done by industry for internal
use or for submission to a govern-



mental agency. Currently, only Nor-
way has formally introduced risk anal-
ysis into its regulatory framework.
The uscfulness of these techniques is
sufficiently illustrated, - however, by
the generic examples and summarics
of studics that have been published.’
Available examples include a summa-
ry of the application of risk ‘assess-
ment techniques to an offshore devel-
opment project at the conceptual
stage of design [1], an analysis of ship/
platform collision risk in the UK. sec-
tor of the North Sez {2], a risk assess-
ment of offshore pxpclines and ris-
ers[3], and a risk assessment of emer-
gency evacuztion from offshore instal-
lations {4].

Use of risk analysis for the manage-
ment of offshore safety and environ-
‘mental risks has also been documqu-
ed to a limited extent. A five-year,
multiproject study of offshore safety
in Norway considercd both the as-
sessment and the management of off-
shore risks. Recently, an international
workshop conducted by the National
Burcau of Standards reviewed the ap-
plications of risk analysis and reliabil-
ity engineering techniques to offshore
oil and gas development. In this meet-
ing, four working groups spcciﬁcz!ly
examined standards, codes, and prac-
tices; concept evaluation, and struc-
tural design; design, operation, and
maintenance of facilities; and logistics
and support. Finally, a _study is pres-
ently being completed which is con-
cerned with the use of risk analysis in
the management and regulation of off-
shore activitics by the Mincrals Man-
agement Service of the. U.S ‘Dcparg
ment of the Interior [$). y .

FORMULATION OF RISK ANALvéls

The main elements of a risk analysis
for an offshore installation are shown
in the flow dxagram in Flgurc 1 Thcy
include: .

¢ identification of potcntial ‘hazards
. analysis of hazards

e analysis of conscquences

s cvaluation of risk

This same general approach is useful
for evaluating both specific design op-
tions and the total risk of an entire
installation.

Before a risk analysis can be per-
formed, the purpose of the analysis
must be clearly defined and the sys-
tem to be analyzed must be specified.
Since a risk analysis is always per-
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formed so that some kind of decision
€an be made, the object of the analy-
sis determines the technique and lev-
cl of detail which is most appropriate.
Differcnt  organizations involved in
the offshore activity may have differ-
ent purposcs for risk analysis, namecly
to:

® Assist designers and operators in se-
lecting among design alternatives.

¢ Demonstrate the required safety
level of a facility to governmental au-
thorities to obtain approval to pro-
ceed with the next stage of the proj-
ect, such as construction or drilling,
* Aid opcrators in making nonman-
dated decisions concerning allocation
of resources and introduction of mea-
sures to reduce risk.

¢ Provide 2 basis upon which govern-

mental authorities and certifying

agencies can formulate codes, stan-
dards, practices, and regulations.

* Aid public interest and labor orga-
nizations in determining the risks to
their constituencies.

¢ Provide the basis upon which gov-
crnmental authorities and operators
can establish research and develop-
ment priorities.

¢ Aid operators and governmental and
certifying agencies in investigating the
causes and effects of accidents.

Often’ designers and operators ' di-
rectly implement the recommenda-
tions of their own analyses, while gov-
ernmental authorities usually manage
risks on the basis of an independently
prepared evaluation.

In addition, different types of analy-
sis are appropriate at various stages of
an offshore project. Recent reports
describing the use of risk analysis and
a model for safety management in
Norway suggest as many as ten safety
studies for the planning and design
phases of an offshore development
project. Only by carrying out each
analysis at the correct stage of the
project, is it possible to make the par-
ticular changes that the analysis might
indicate. The suggested sequence of
analyses is shown in Table 1. .

To simplify the analysis, the installa-
tion activity is usually described by a
sct of subsystems, such as
e task or activity area: drilling floor,
living quarters, pipeline, etc.

e physical barriers: firewalls between
arcas.

¢ opcration: drilling, helicopter tand-
ing, etc,

¢ system: fire fighting, personnel
transportation, ctc.
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o typical hazard: ship collision, carth.
quake, ctc.

IDENTIFICATION OF HAZARDS

‘The first step in the actual risk anal-
ysis of an offshore operation is. the
identification of potential hazards.
This stcp must be complete enough
so that the fewest possible failures are
missing in the later, more detailed
analysis steps. The approach for iden-
tifying hazards can be informal or, in
more complicated cases, rigorous and
systematic. Usually a2 combination of
techniques is used to most cffectively
identify the range of hazards.

Constructing checklists is the most
straightforward procedure for hazard
identification. The particular activity
czn be categorized by subsystems for
which all the potential hazards are
itemized. For example, the hazards on
2 fixed offshore installation, catego-
rized according to functional area of
the platform are listed in Table 2.
Other areas of potential hazards or
concern include: basic processes, me-
chanical specifications, deviations
from normal operation, containment
integrity, personnel protection, and
documentation.

Another method for identifying
hazards is to conduct a qualitative en-
gincering review of the system based
on experience with other identical or
sufficiently similar systems. For exam-
ple, an engineering review of pipeline
riscrs was based on pipeline transmis-
sion of oil and gas, the utilities con-
nected to pipelines, and pipeline safe-
ty systems. This review showed the
major areas of concern to be collision
and corrosion -of the: riser in: the
splash zone {3].

The practice recommended jn RP
14C, published by the American Pe-
troleum Institute, combines check-
lists and a qualitative enginecring re-
view and is based Sh the knowledge
and expericnce of the oil and gas in-
dustry. Proven practices are system-
atized to provide 2 basic surface safe-
ty system for offshore production
platforms. In this widely used ap-
proach, undesirable events that ‘can
affect various production subsystems
are identified, and checklists are used
to cnsure compliance with general
safety principles and specific design
guidclines. -

The most detailed methods for
identifying hazards are failure modes
and cffects analysis (FMEA) and haz-
ard and operability studies (HAZOP).
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With these techniques it is possible to
identify and cvaluate ways in which a
system could fail. In an FMEA; a speci-
fied reporting format provides a
framework for an engincering analysis
in which the possible failure modes
are listed and the consequences of
each arc considered,

HAZOP is 2 formal technique for
identifying process hazards in which a
Broup of experts, cach one knowl.
edgeable in a particular aspect of the
System function, reviews all aspects of
the operation. Deviations from nor-

_ mal operating conditions (ic. flow-
(i i i , s R MES T - ; rates and directions, pressures, or
, Tos?rsuigteusralr%amglogion leadi temperatures) are identified so thar
s g the response of the system to possible
failures can be examined, For exam-
ple, leaks, control failures, and valve
failures, their Causes, and the re-
sponsc of the system to these failures
were investigated in 2 HAZOP of
pipeline risers[3). The major con-
cerns identified were the inability to
limit the quantity of gas or oil re-
leased if the leak is located upstream
of the first isolation valve, and the
lack of installed fire-fighting equip-
mcent to contain a fire resulting from a
pipeline leak. )

Using 2 combination of methods for
identifying hazards during a study of
the safety of a ‘conceptual design of a
fixed installation in the North Sea,
200 accidental events were de-
fined[1). The events, which included
fires, explosions, and structural dam-
age from external impact and ex-
treme environmental conditions, var-
ied in severity. However, all were
considered to be sufficient to Cause
significant damage to the platform..

ANALYSIS OF HAZARDS

After the hazards have been identi-
ficd, the next Step in the risk analysis
is to identify the possible causes of
these accidental events and dcter-
mine their expected frequency of oc-
currence. In this way, various hazards
to an offshore installation can be com-
pared for relative importance. The ba-
sis for estimating the probability of an
accidental event can come from his-
torical accident data or from operat-
ing experience for sufficiently similar
Systems. When these are not available,
€xpert judgement can be used.
Dcpending on the purpose of the
risk analysis, the hazard analysis can
be done at varying lcvels of detail. In
many cascs qualitative analysis pro-
vides a sufficient basis for determin-
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ing where to focus cfforts in risk re-
duction. For example, the causcs of
possible hazards to pipeline risers are
ranked qualitatively according to
their likelihood of occurrence in Ta-
ble 3{3].

In quantitative risk analysis, the fre-
quency (or probability) of critical
cvents is  calculated from statistical
data, or when there are insufficient
data, from dctailed causal analysis. If
sufficient data are available from acci-
dent statistics or experience on a sim-
ilar system, the rate can be estimated
for each failure cause identified in the
qualitative hazard analysis. Thus, for
example, although the study of pipe-
line risers was concerned with their
usc in the North Sea, since no loczl
data were available, failure causes in
the Gulf of Mexico were analyzed to
give the percentage of failures for

- each cause, as shown in Table 4{3).

Care and judgment must be exer-
cised, however, since accident statis-
tics and descriptions can be mislead-
ing if there arc differences in the stan-
dards, design, operation, or énviron-
mental conditions of the installations
being compared.

The risk of a particular hazard can
be put in perspective relative to other
hazards by comparing their likelihood
of occurrence. Table 5 shows the ma-
jor hazards and their frequency of oc-
currence for a typical large fixed plat-
form such as might be found away
from shipping lanes in the North Sea,
incorporating well development, pro-
duction, and living facilities. These
data indicate that fire and explosion,
blowout, and riser leakage are the ma-

jor hazards to -these offshore installa. -

tions[3] . _ .

When no detailed statistical data
arc available for critical events, de-
tailed causal analysis such as the fault-
tree method is used. The top events
in the fault-tree analysis are the failure
modes previously identified. For ex-
ample, in a major safety study of a
platform in the North Sca, failure
modes analyzed with this technique
included: overpressure of separator
vessel leading to rupture; release of
flammable liquid through flare sys-
tem; failure of firewater deluge sys-
tem when demanded; failure of emer-
gency power generators; and failure
of free-fall lifeboat launching system
when demanded [6).

Data for the component failure
cvents that lead to the top event are
usually easicr to find or estimate than

data for the top failure event. General-
ly, if data for offshore operations are
not available, experience from other
industries or activities (i.c. onshore
operations or chemical plants) is
used. Under 2 project called OREDA
~—Offshore Reliability Data, seven Eu-
ropecan oil companies are currently
combining their experience with the
object of publishing a handbook con-
taining generic reliability data for off-
shore safety, drilling, and production
systems. .

'ANALYSIS OF CONSEQUENCES
While the purpose of the hazard
analysis is to identify and quantify the
failures which could possibly lead to a
critical event, the consequence analy-
sis cstimates how potential hazards
.may affect each element in the sys-
tem. Scparation of the analysis of the
hazards from the analysis of the con-
sequences depends on the choice of

critical event. Most commonly, fail-.

ures leading to the critical event are
analyzed using fault trees while the
pathways leading from the critical
event to the undesired consequences
are analyzed using event trees. Cause/
consequence analysis is a combina-
tion of the two analysis techniques.
Often the choice of the critical

cvent is based on the availability of

appropriate data. For example, com-
ponent ‘failure data- associated with
leaks and ruptures may be available
while direct statistics for firc and ex-
plosion are not. In this case it is con-
venient to begin the analysis of fires

.and explosions with critical events

such as leaks and ruptures.

..Figure 2 shows how. the. choice .of ..

the critical event is influenced by the
available data. When the environmen-

" tal risk associated with blowouts was

first analyzed in 1977/78, appropriate
blowout statistics were not available,
and kick—an imbalance between for-
mation pressure and well pressure—
was chosen as the critical event. In
1981 when the analysis was updated,
more statistical data for blowouts had
become - available, so- that blowout
could be chosen as the critical event.
Accordingly, more detailed conse-
quences such as blowout durations
could be determined.

In the early stages of a project
when the object of a risk analysis is to
specify the design loads by determin-
ing the probability of different loads
on a component, the most general
critical event is sclected so that zs

.many load combinations as possible

can be obtained. Later, after the active
and passive protection systems have
been specified, the object might be to
verify their effectiveness against acci-
dental loads. Then, 2 more specific
critical event allows the probability of -
loads that exceed the design loads to
be determined.

In the offshore industry, conse-
quence analysis requires engineering
modelling of thermal and mechanical
loading resulting from fires, explo-
sions, collisions, impact from falling
objects, wind, waves, and earth-
quakes. For example, a rigorous con-
sequence analysis could require so-
phisticated models of nonlinear dy-
namic structural response, dispersion
of dense gas/acrosol clouds, two-
phase discharge behavior of hydrocar-
bons, initial mixing of high-pressure
releases, and combustion of hydrocar-
bons ‘in realistic circumstances of
confinement and high turbulence.
However, except in critical cascs,
cruder analyses based on static linear
analysis and simple energy concepts
arc often sufficient for risk analysis
purposes. :

Results of a consequence analysis
can be very specific. For example, an
analysis of pipeline risers considered
the effects on the structure of flame
from ignition of .2 riser leak[3). The
calculations indicated that the conse-

quences would depend on the type of

platform structure: exposed members
of a steel jacket structure could lose
their strength within 15 to 30 min-
utes under direct flamie, while a con-
crete structure would be resistant for

upto a few hours.- ... AL S

EVALUATION OF RISK

The final step of the risk analysis is
to compare the results, summarized
from the hazard and consequence
analyses, with criteria of acceptability
determined by the initial objectives.
Dcpending on the purpose of the
analysis, the acceptability criteria are
most often established by industry,
government, or a standard-setting or
certifying agency. Thus, the conclu-

“slons of a risk analysis usually take the

form of a ranking of risk for various
design and operation alternatives and
recommended options, a go/no-go
evaluation, or 2 recommended frame-
work for management and rcgulation
to reduce risks from offshore activi-
tics. As a guide for making recommen-
dations, critical events that contribute
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most to the risk can be identified to
indicate whether it is the frequency
of occurrence or the consequences or
both that cause the events to be
significant.

The findings of the hazard and con-
sequence analyses are usually pre-
sented as a set of particular event-tree
results. These can take the form of
cither 2 qualitative ranking or an esti-
mated frequency of occurrence in-
cluding the number of fatalities or
amount of work time lost, the amount
of oil spilled, the degree of damage to
a specific area of the platform, or the
amount of loss of platform capital val-
uc. However, more detailed risk pre-
sentations can provide the complete
probability distribution over the
range of consequences. Additional
levels of detail can be achieved by
determining the distribution of risk as
a function of location on the installa-
tion or of worker activity.

IMPLEMENTATION AND

. RISK MANAGEMENT

The results of a risk analysis can be
used to make specific engincering
recommendations. For example, anal-
ysis of pipeline risers identified three
ways to minimize potential damage:
corrosion protection, protection from
falling objects, and protection from
ship opcrations {3]. Engineering solu-
tions were identified for each mea-
sure, although further evaluation,
analysis, or rescarch and development
might be required before the recom-
mendations could be implemented.
Thus, control of external corrosion

. could be provided by various protec-

tive coatings and/or cathodic protec-

. tion, while covers and fenders could

provide protection from falling ob-
jects and collisions. In addition, the
possibilities of alternative riser loca-
tions could be examined during the
design phase. Thus, internal locations
within the structure would limit dam-
age to the risers, although difficulty of
maintenance or replacement would

f

be increased. However, attaching the .

riser externally to a platform leg
would increase the possible hazards

-~ and their likelihood of occurrence.

In Norway, risk analysis was used
within the regulatory framework. A
concept safety analysis of the platform
design (sce Table 1) must be submit-
ted as part of the general field devel-
opment plan required by the govern-
mental authorities for fixed instalta-
tions. Acceptance criteria specified by

the authorities are based in part on a
group of accidental events which
must have 2 total expected frequency
less than 2 stated target level. Al-
though the method of analysis is not
specified, the criteria lead naturally to
a risk analysis approach. About a doz-
en of these studies have been com-
plcted for a2 wide variey of installa-
tions, and there is general agreement
that the concept safety analysis re-
quirement has a strong influence on
consideration of safety of the installa-
tion at a formative stage of the pro-
ject.

Definition of acceptance crigeria for
offshore oil and gas operations raiscs
issues which find little agreement
among governments, industry, and
the public. Data show, however, that
the offshore industry has an accident
rate which is not very different from
other heavy industries, such as min-
ing, maritime transportation, and
heavy construction.

There are a2 number of limitations
to the application of risk analysis to
offshore oil and gas operations that
should be mentioned:
¢ Reliability data for safety, drilling,
and production systems used in the
offshore environment are not readily
available. Publication of the OREDA
Handbook should help to- alleviate
this problem in the near future.
¢ There is a shortage of risk analysts
who understand offshore technology
and the interaction between opera-
tions personnel and the technology.
¢ Formal risk analysis tends to focus
attention on the catastrophic cvents,
while ignoring the routine events
which in aggregate may also causc
significant damage and loss. Thus, risk
analysis should not be a substitute for
other, more traditional approaches to
safety management.

* Since considerable judgment is in-
volved in risk analysis, an implicit bias
for or against offshore activities could
be introduced into the results.

¢ Risk analysis may be subject to the
fallacy of “misplaced concreteness,”
where the consequences that can be
quantified take on an exaggerated im-
portance relative to thosc that remain
more qualitative.

® Analyses using logic diagrams arc
subject to error resulting from uncer-
tainty of data, omission of branches,
neglect of interdependencies of fail-
ure modes, difficulty in incorporating
human error, and incompleteness.

Notwithstanding these limitations,
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experience has shown that risk analy-
sis can provide a rational framework
for safety decisions in planning, de-
sign, construction, operation, manage-
ment, and regulation of offshore oil
and gas activities. Although risk analy-
sis has been applied mostly to safety
management in North Sea operations,
the present trend is to increase the
use of these methods in offshore ac-
tivities worldwide. [ |
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